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THE GRID OF THE FUTURE… 
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THE GRID OF THE FUTURE… 

IMPROVED RELIABILITY LOWER ENERGY 
DELIVERY COSTS 

CONSUMER 
PARTICIPATION 



4 

COPYRIGHT © 2014 ALCATEL-LUCENT.  ALL RIGHTS RESERVED.  

THE GRID OF THE FUTURE… 
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TRADITIONAL GRID APPLICATIONS 

•  SUPPLY-DEMAND BALANCE 

•  EFFICIENCY 
•  SAFETY 
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TRADITIONAL GRID COMMUNICATIONS NETWORKS 

•  SMALL NUMBER OF ENDPOINTS 

•  LOWSPEED WIRELINE, 
  WIRELESS 

•  LIMITED CONNECTIVITY 
  BEYOND THE SUBSTATION 

•  MULTIPLE, SILOED NETWORKS 

MISSION-CRITICAL 
RELIABILITY, 

PERFORMANCE, 
SECURITY 

TRANSMISSION 

GENERATION 

DISTRIBUTION 
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ICT FOR SMART GRID: FORCES OF CHANGE 
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SMART GRID 

•  ENDPOINTS++ 

•  DATA++ 

•  DATA SHARING++ 

•  UNIVERSAL 
  CONNECTIVITY 

•  BANDWIDTH++ 

•  DIVERSE QUALITY OF SERVICE, 
  RELIABILITY REQUIREMENTS 

•  SUPPLY-DEMAND 
  VARIABILITY++ 
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TOMORROW’S ELECTRIC GRID 
CONVERGED COMMUNICATIONS NETWORK 
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IP/MPLS MISSION CRITICAL NETWORK FEATURES 
VIRTUAL NETWORKS 

VIRTUAL 
LEASED 
LINE 
(VLL) 

VIRTUAL 
PRIVATE LAN 
SERVICE 
(VPLS) 

IP-VIRTUAL 
PRIVATE 
NETWORK 
(IP-VPN) 

MULTIPLE VIRTUAL NETWORKS 
ON COMMON PHYSICAL NETWORK 

•  Traffic Isolation 

•  Confidentiality 

•  Integrity 

•  Support of 
  Legacy 
  TDM interfaces 
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IP/MPLS MISSION CRITICAL NETWORK FEATURES 
HIERARCHICAL QOS 

LESS OVERALL BANDWIDTH REQUIRED 

PRIORITY AND BEST-EFFORT 
TRAFFIC EQUALLY WELL SERVED 

PREDICTABLE PERFORMANCE 

→LOWER OVERALL COST 
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IP/MPLS MISSION CRITICAL NETWORK FEATURES 
FAST RE-ROUTE, TRAFFIC ENGINEERING 

FAST RE-ROUTE 

TRAFFIC ENGINEERING 

•  SELECTION OF BEST PATH 

•  BANDWIDTH RESERVED END-TO-END 

<50 ms restoration 
PROTECTION 
AGAINST MULTIPLE 
FAILURES 
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TOMORROW’S ELECTRIC GRID 
SUBSTATION DIGITALIZATION •  STANDARDIZED, IP-BASED CONTROL 

  AND MONITORING (IEC-61850) 

•  STATE-OF-THE-ART 
  CYBER-SECURITY 

PRIMARY L2 HARDENED SWITCH 

REDUNDANT L2 HARDENED SWITCH 

IP/MPLS NODE 

•  SECURE NETWORK ACCESS 
  FOR FIELD PERSONNEL 

•  VIDEO MONITORING, ACCESS CONTROL 

FIREWALL 

IDS/IPS 

ENCRYPTION 

HMI WIFI 

•  REDUNDANCY, RELIABILITY 
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TRENDS IN SECURITY THREATS 

more 
destructive 

more 
complex 

more 
frequent 
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ITU-T X.805 SECURITY ARCHITECTURE 
FOR COMMUNICATIONS SYSTEMS PROVIDING END-TO-END SECURITY 
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GLOBAL SECURITY STANDARD DEVELOPED BY BELL LABS 
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CYBER ATTACK ENTRY POINTS 
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END-TO-END SMART GRID COMMUNICATIONS NETWORK SECURITY 

ENSURE HIGH AVAILABILITY 

ENSURE PRIVACY & INTEGRITY OF DATA 

CONTROL ACCESS 

DETECT SUSPICIOUS BEHAVIOUR 

Hierarchical QoS 
MPLS-TE 
Fast Re-Route  

Encryption 
Authentication 

Firewall 

IDS/IPS 
Anti-virus 

NAT CONCEAL & SIMPLIFY NETWORK TOPOLOGY 

MONITOR & REPORT Security 
Management 

 Hardened Network 
 Infrastructure WITHSTAND CYBER ATTACKS 
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ENCRYPTION 
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OPTICAL LAYER ENCRYPTION 
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FIREWALLS 
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SMART GRID COMMUNICATION NETWORK TRANSFORMATION 
MAKING IT REAL 

PRESENT MODE 
OF OPERATIONS 
ASSESSMENT 

WIDE AREA NETWORK  
MODERNIZATION AND 
EXPANSION PLAN 

TARGET ARCHITECTURE 
& HIGH-LEVEL 
NETWORK DESIGN 

MIGRATION TO 
TARGET ARCHITECTURE 
INTERIM PHASE(S) 

GAP 
ANALYSIS 

FIELD AREA NETWORK 
EVOLUTION 
PLAN 

MIGRATION TO 
TARGET ARCHITECTURE 
FINAL 

0.5 – 1 year 

0.75 – 1.5 years 

2 – 15 years 

3 – x years 

•  INTRODUCTION OF NEW GRID APPS 

•  REDUCED TOTAL COST OF OWNERSHIP 
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BELL LABS AND SMART GRID 
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THE FUTURE GRID 
RELIES UPON A 
•  HIGH-PERFORMANCE 

•  RELIABLE 

•  SECURE 

•  SCALABLE 

•  UBIQUITOUS 

•  COST-EFFECTIVE 

COMMUNICATIONS NETWORK 
AND DATA INFRASTRUCTURE 
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GRID APPLICATIONS 
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